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E-Safety Policy  
 
 
The policy applies to all staff, volunteers and anyone working with, or on behalf of, Wellbeing 4 Life CIC 
(hereafter referred to as “Motivated Minds”). 
 

1. Introduction 
 
E-Safety encompasses Internet technologies and electronic communications such as mobile phones and 
wireless technology. Motivated Minds endeavours to follow a robust e-safety policy and procedures 
that set out how to safeguard against and respond to online safety incidents. These must be understood 
and followed by all staff, contractors, volunteers and customers.  
 

2. Legislation & Guidance 
 

Legislation Description Link 
General Data 
Protection 
Regulation (G
DPR) 2018 

The General Data Protection Regulation (GDPR) is 
a regulation in EU law on data protection and privacy in 
the European Union (EU) and the European Economic 
Area (EEA). It also addresses the transfer of personal 
data outside the EU and EEA areas. The GDPR's primary 
aim is to give control to individuals over their personal 
data and to simplify the regulatory environment 
for international business by unifying the regulation 
within the EU 

https://assets.publishin
g.service.gov.uk/govern
ment/uploads/system/u
ploads/attachment_data
/file/711097/guide-to-
the-general-data-
protection-regulation-
gdpr-1-0.pdf 

 
3.  Purpose and aims: 

 To protect our staff, volunteers and clients   
 To enable staff and volunteers to provide Motivated Minds clients with appropriate E-

safety and protection 
 To provide children, young people and vulnerable adults with the skills and knowledge 

they need to keep themselves safe 
 To ensure that guidelines are kept up to date by regularly reviewing them. 

 
We will seek to keep our customer’s safe by: 
 

 Following Motivated Minds GDPR policy and procedures 
 Ensure all of our Information, Communication Technology has installed anti-virus software 
 Regularly maintain Information, Communication Technology hardware 
 Follow the Motivated Minds disciplinary procedures for staff and volunteers if abuse is 

suspected 
 Ensuring staff and volunteers have appropriate and up to date training in e-safety, including 

the safe use of mobile phones/tablets 
 Where possible provide activities for our clients so that they develop the skills and 

knowledge they need to use the Internet and mobile phones safely and responsibly. 
 
 
 
 

https://en.wikipedia.org/wiki/Data_protection
https://en.wikipedia.org/wiki/Personal_data
https://en.wikipedia.org/wiki/Personal_data
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Appendix A 

Staff and Volunteers Acceptable Use Agreement 
 
Background 
Technology has transformed learning, entertainment and communication for individuals and for all 
organisations. However, the use of technology can also bring risks. All users should have an entitlement 
to safe internet access at all times. Within Motivated Minds, e-safety is the responsibility of everyone. 
As such all staff and volunteers should promote positive safety messages in all uses of ICT. 
 
This Acceptable Use Agreement is intended to ensure that: 

• Staff and volunteers will act responsibly to stay safe while online, being a good role model 
• Effective processes and procedures are in place for the online safety of all users and the 

security of devices, systems, images, personal devices and data. 
• Staff and volunteers are aware of, and can protect themselves from, potential risk in their 

use of online technologies. 
 
For my professional and personal safety, I understand that: 

 I will ensure that my online activity, including the use of social networking sites does not 
compromise my professional responsibilities, nor bring Motivated Minds into disrepute 

 My use of technology, including the internet and software, will be monitored through 
Motivated Minds systems 

 I will not use technology provided by the Motivated Minds for personal business (including 
emails) unless permission has been given by the Managing Director 

 I will not use personal ICT equipment for professional purposes unless a risk assessment 
has been carried out by the E-Safety Officer and the E-Safety Officer has granted permission 
and use is therefore agreed. 

 
Communication 

• When communicating professionally, I will use technology provided by the Motivated Minds 
e.g. not using personal email addresses, mobile phones, (unless checked and agreed by the E-
Safety Officer, see above) or social media logins for work related communications. 

 
• I will ensure that all communications on behalf of Motivated Minds to external organisations 

are professionals and where I am unsure of suitability of content I will seek advice from my 
line manager. I understand that I am responsible for the content that I send. 

 
The Network 

• I will not disclose my login username and password to anyone. I understand that there is 
no occasion when a password needs to be shared with another member of staff. 

• I will log off or lock my computer and check that the logging off procedure is complete 
before leaving my computer. 

 
For the safety of others 

• I will not copy, remove or otherwise alter any other user’s files, without authorisation. 
• I will share the personal data of others only with their permission. 

 
Images and Videos 

• I will not upload onto the internet site or service images or videos of other staff or 
customers without their written consent.  

• I will not store images and videos on a personal device. 
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Virus and other Malware 

• I will report any virus outbreaks to Senior Leadership Team as soon as is practical to do 
 
Internet access 

• I will not intentionally access or attempt to access anything illegal, harmful or inappropriate, 
including child abuse; pornography; promoting discrimination of any kind; promoting racial 
or religious hatred; promoting radicalisation and extremism; promoting illegal acts; and any 
other information that maybe offensive to colleagues. 

• It is my responsibility to immediately report any illegal, harmful or inappropriate incident to 
the Senior Leadership Team. 

 
Social Networking 

• I will not share my online personal information (e.g. social networking profiles) with our 
customers. 

 Staff using social networking for personal use should never undermine the Motivated Minds 
(e.g. its staff, volunteers or customers). Inappropriate use of social media during and outside 
of work hours could lead to disciplinary action. 

• I will not become ‘friends’ with customers on social networks, unless a pre-existing 
relationship exists. 

 
Data Protection 

 Where personal data is transferred externally, it must be encrypted. 
• I understand that the Motivated Minds Data Protection Policy requires that any personal data 

to which I have access, will be kept private and confidential, except when it is deemed 
necessary that I am required by law to disclose such information to an appropriate authority. 

• If it is necessary for me to take work home, or offsite, I will ensure that my device (laptop, 
USB, pen drive etc.) is encrypted or the data is kept securely in Office 365 (Google Drive). I 
understand that under no circumstances should data concerning personal information be 
taken offsite on an unencrypted device.  

 
I confirm that: 

• I have read and agree to abide by the Staff and Volunteers Acceptable Use Agreement. 
• I have read and understand Motivated Minds E-Safety Policy. 
• I understand that breaches of the Staff and Volunteers Acceptable Use Agreement are 

subject to disciplinary action under the Motivated Minds Disciplinary Policy (007). 
 
Name: ________________________________________________ 
 
Signature: ______________________________________________ 
 
Date: ___________________ 


